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Quantum data hiding

Definition (informal)

Pap and o, p form a pair of quantum data hiding states If:

* They are perfectly distinguishable via global operations;

* They are nearly indistinguishable via LOCC.

Terhal, D1Vincenzo, Leung, PRL (2001)
DiVincenzo, Leung, Terhal, IEEE TolT (2002)
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Quantum data hiding

Definition (informal)
Pap and o, p form a pair of quantum data hiding states If:
* They are perfectly distinguishable via global operations;

* They are nearly indistinguishable via LOCC.

Terhal, D1Vincenzo, Leung, PRL (2001)
DiVincenzo, Leung, Terhal, IEEE TolT (2002)

Motivations:

* Cryptography

Horodecki®?, Oppenheim, PRL (2005)
° BOU nd entang Iement Christandl and Ferrara, PRL (2017)
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LO CC n O rm Matthews, Wehner, and Winter; CMP (2009)

PAB OF O4p
with probability 1/2

 What is the best probability of successfully discriminating via global operations?

1 1
Psucc(pA39 UAB) — 5 (1 T EHIDAB — UABul)
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LO CC n O rm Matthews, Wehner, and Winter; CMP (2009)

PAB OF O4p
with probability 1/2

 What is the best probability of successfully discriminating via global operations?

| 1
Psucc(pAB9 GAB) — 5 (1 T EHIDAB o GABH1>

 What is the best probability of successfully discriminating via LOCC?

1 1
P s(llfc(gcc)(PABa OAB) = B (1 T EHIOAB ~ GABHLOCC)

(This can be regarded as the definition of LOCC norm)
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Pap and o, p form a pair of e-quantum data hiding states if:

. EHPAB — GAB”LOCC S E (i.e., nearly indistinguishable under LOCC)

o _HpAB — GABHI — 1 (i.e., perfectly distinguishable globally)

2
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Terhal, DiVincenzo, Leung, PRL (2001)
Th eorem DiVincenzo, Leung, Terhal, loIT (2002)
Aubrun and Lancien; QIC (2015)

There exist e-quantum data hiding states for all € € (0,1)
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There exist e-quantum data hiding states for all € € (0,1)

However, for € sufficiently small, all the known constructions are entangled

(Werner states, random states)
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Terhal, DiVincenzo, Leung, PRL (2001)
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There exist e-quantum data hiding states for all € € (0,1)

However, for € sufficiently small, all the known constructions are entangled

[Eggeling and Werner; PRL (2002)] exhibit separable states p,, and 0,5 such that:

2 2

(Werner states, random states)

_HpAB — GABHLOCC < & but _HIDAB — GABHI = | (i.e., they are not perfectly orthogonal)
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Does there exist a pair of separable e-quantum data hiding states”?

(i.e. a pair of states that are separable, orthogonal, and &-close in LOCC-norm)

PAB OF Oyp
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Equivalently, can e-quantum data hiding states be produced via LOCC?

Yes! (Our main result)

See also the independent work [Ha and Kim, PRA, (2025)]
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Does there exist a pair of separable e-quantum data hiding states?

(i.e. a pair of states that are separable, orthogonal, and &-close in LOCC-norm)

PAB OF Oyp

Equivalently, can e-quantum data hiding states be produced via LOCC?

Yes! (Our main result)

See also the independent work [Ha and Kim, PRA, (2025)]

A secret can be hidden using no entanglement,
while remaining nearly unrecoverable unless entanglement is available.
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Does there exist a pair of separable e-quantum data hiding states?

(i.e. a pair of states that are separable, orthogonal, and &-close in LOCC-norm)

PAB OF Oyp

Equivalently, can e-quantum data hiding states be produced via LOCC?

Yes! (Our main result)

See also the independent work [Ha and Kim, PRA, (2025)]

A secret can be hidden using no entanglement,
while remaining nearly unrecoverable unless entanglement is available.

———) |rreversibility of hiding secrets into quantum states via LOCC
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(Existence of separable e-quantum data hiding states)

For all ¢ € (0,1) there exist separable states p, » and ¢, on C” ® C” such that:
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« Our construction has local dimension D = 0(1/810) .
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(Existence of separable e-quantum data hiding states)

For all ¢ € (0,1) there exist separable states p, » and ¢, on C” ® C” such that:

. EHIOAB — GABHLOCC S &€ (i.e., e-indistinguishable via LOCC)

° _HpAB — GABlll — 1 (i.e., perfectly distinguishable globally)

2

« Our construction has local dimension D = 0(1/810) .

D 29 00, but this is unavoidable

» All e-quantum data hiding states on C” ® C” must satisfy D = Q(1/¢).

Matthews, Wehner, and Winter; CMP (2009)
Lami, Palazuelos, and Winter; CMP (2018)
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How to boost the indistinguishability between two states o and 6,7
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How to boost the indistinguishability between two states o and 6,7

. - Terhal, D1Vincenzo, Leung, PRL (2001)
Parlty trICk DiVincenzo, Leung, Terhal, IEEE TolT (2002)
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How to boost the indistinguishability between two states o and 6,7

. - Terhal, D1Vincenzo, Leung, PRL (2001)
Parlty trICk DiVincenzo, Leung, Terhal, IEEE TolT (2002)

1
 Even state: pék) = 1 Z o, & o, The number of states o, is even
Xi5 - X, € {0,1}
X+ - +x,=0 (mod?2)
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Example for k = 2: péz)z L 02 1 1
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How to boost the indistinguishability between two states o and 6,7

Parity trick

1
+ Even state: )" = k-1 Z 0y, @ -+ ® 0y,
Xi5 - X, € {0,1}
X+ - +x,=0 (mod?2)

1
» Odd state: " :=— Z 0, @ Qo
- Xis .- X € 10,1}
X+ -+x,=1(mod?2)

Terhal, D1Vincenzo, Leung, PRL (2001)
DiVincenzo, Leung, Terhal, IEEE TolT (2002)

The number of states o, is even

og R o0)+o0o Qo0
Example for k = 2: péz)z L 02 1 1

The number of states o, is odd
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. - Terhal, D1Vincenzo, Leung, PRL (2001)
Parlty trICk DiVincenzo, Leung, Terhal, IEEE TolT (2002)

1
 Even state: pék) = 1 Z o, & o, The number of states o, is even
Xi5 - X, € {0,1}
X+ - +x,=0 (mod?2)

og R o0)+o0o Qo0
Example for k = 2: péz)z L 02 1 1

1
 Odd state: pl(k) = ST Z o, & Q0 The number of states o is odd
Xis .- X € 10,1}
X+ -+x,=1(mod?2)

2) _ 0y ® 01 + 01 Q 0o

Example for k = 2: P >
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How to boost the indistinguishability between two states o and 6,7

1
o N
Even state: ;" =
1
o . (k) ._
Odd state: " := e
P =p _ (o=
2 2

2

Xi5 - X, € {0,1}
X+ - +x,=0 (mod?2)

2

Xi5 -0 X, € 10,1}
xl + *e +.xk — 1 (m0d2)

Parity trick

o, Q@ ® o0,

o, Q@ ® o,

Terhal, D1Vincenzo, Leung, PRL (2001)
DiVincenzo, Leung, Terhal, IEEE TolT (2002)

The number of states o, is even

The number of states o, is odd
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How to boost the indistinguishability between two states o and 6,7

. - Terhal, D1Vincenzo, Leung, PRL (2001)
Parlty trICk DiVincenzo, Leung, Terhal, IEEE TolT (2002)

1
 Even state: pék) = 1 Z o, & o, The number of states o, is even
Xi5 - X, € {0,1}
X+ - +x,=0 (mod?2)

1
 Odd state: ,Ol(k) = ST Z o, & Q0 The number of states o, is odd
Xi5 -0 X, € 10,1}
X+ -+x,=1(mod?2)

(k)

k ®k X |
pi=py) _ (01— 0 Lo — o = ((Lig. — koo J 0 'féual_%ul<1
5 — 5 EHPI Py |, = 2”“1 ool .
1 otherwise
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1= Py 01 ~ 0 e 1
- =llp = 15 lloce =
) ) H 171 o HLOCC

Dk

| (o} — 50)®kHLOCC
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R T
1= Py 01 ~ 0 e 1 1 |
= - Slo = pPllLoce = 57 ll(or = 6
2 2 W1 0 'LOCC ™ 5 l1A71 707 1ILOCC e %0 OT Ol e,
2 :
0\ Or 0,
PR P

Open problem|(Sub-multiplicativity of LOCC-norm)

)
1(p1 — 061) ® (P — )|lLoce = llp1 — o1llLoce llP2 — o llLoce

?
1 X458, ® Y4 5 llLocca,anB,B,) < IXllLocca, ) 1Y lLocca,s,)

Mele and Lami, Optimising quantum data hiding, arXiv:2510.03538 7/



https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538

R T
1= Py 01 ~ 0 e 1 1 |
= - Slo = pPllLoce = 57 ll(or = 6
2 2 W1 0 'LOCC ™ 5 l1A71 707 1ILOCC e %0 OT Ol e,
2 :
0\ Or 0,
PR P

Open problem|(Sub-multiplicativity of LOCC-norm)

)
1(p1 — 061) ® (P — )|lLoce = llp1 — o1llLoce llP2 — o llLoce

?
1 X458, ® Y4 5 llLocca,anB,B,) < IXllLocca, ) 1Y lLocca,s,)

1 ? 1 ¢ k— o0 : 1
— 5”:01(k) B (gk)HLocc = (3”01 - UOHLOCC) — 0 if 5”61 — 0pllLoce < 1
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= ;pék) - (01 ; GO>®k ’ %”Pfk) =1y loce = 2 ll(01 = ) lLoce A L L
6, Of 0
(Sub-multiplicativity of LOCC-norm)
1(p1 — 01) ® (P, — )lLocc ; 1P1 — o1llLoce 1P2 — GallLocc
?

1 X458, ® Y4 5 llLocca,anB,B,) < IXllLocca, ) 1Y lLocca,s,)

1 ? 1 ¢ k— o0 : 1
— 5\\/){") _P(gk)HLocc = (—\\01 - UOHLOCC) — 0 if 5”01 — 0pllLoce < 1

2

Proof idea of Theorem 1 (Existence of separable e-quantum data hiding states):

Pick oy, 0, separable-orthogonal states satisfying 5”61 — 0ylliocc < 1. Then, use parity trick.
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How to upper bound the LOCC norm? == PPT norm

[Matthews, Wehner, and Winter; CMP (2009)]
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How to upper bound the LOCC norm? == PPT norm

* || llLocc = I - llppr

[Matthews, Wehner, and Winter; CMP (2009)]
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How to upper bound the LOCC norm? == PPT norm

* || llLocc = I - llppr

0<EL
0<EBLI

[Matthews, Wehner, and Winter; CMP (2009)]

EH,DO — pillppr = max u Tr[E(py — p;)] = semidefinite program
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How to upper bound the LOCC norm? === PPT nOorm [Matthews, Wehner, and Winter; CMP (2009)]

* || llLocc = I - llppr

EH,DO — pillppr = max u Tr[E(py — p;)] = semidefinite program

° O0<EL
0<EBLI
|
. If pg and p, satisfy a symmetry, then EH Po — P1llppt = linear program (Simple to analyse!)
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How to upper bound the LOCC norm? === PPT nOorm [Matthews, Wehner, and Winter; CMP (2009)]

* || llLocc = I - llppr

EH,DO — pillppr = max u Tr[E(py — p;)] = semidefinite program

° O0<EL
0<EBLI
|
. If pg and p, satisfy a symmetry, then EH Po — P1llppt = linear program (Simple to analyse!)

Which symmetry to choose?

. 1stattempt: (UQ U)p(UQ U)' =p VU == No examples of separable orthogonal states
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EH,DO — pillppr = max u Tr[E(py — p;)] = semidefinite program

° O0<EL
0<EBLI
|
. If pg and p, satisfy a symmetry, then EH Po — P1llppt = linear program (Simple to analyse!)

Which symmetry to choose?

. 1stattempt: (UQ U)p(UQ U)' =p VU == No examples of separable orthogonal states
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How to upper bound the LOCC norm? === PPT nOorm [Matthews, Wehner, and Winter; CMP (2009)]

* || llLocc = I - llppr

EH,DO — pillppr = max u Tr[E(py — p;)] = semidefinite program

° O0<EL
0<EBLI
|
. If pg and p, satisfy a symmetry, then EH Po — P1llppt = linear program (Simple to analyse!)

Which symmetry to choose?

. 1stattempt: (UQ U)p(UQ U)' =p VU == No examples of separable orthogonal states

» 2nd attempt: (U Q U*) p (U Q U*)" = p VU === Still no examples

. 3rd attempt: (UQ® U)p (UQ® U)" = p YU € hyperoctahedral group === It works!
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Twirling w.r.t. hyperoctahedral group

‘G‘ veG

2, U®XWUU) = ZTr[Xe)]

(permutations+signs)

O,
Tr[O,]

d—1
= { 3 (DY)l €S xE {0,1}‘1}
j=0
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Twirling w.r.t. hyperoctahedral group| (permutations+signs)
O,
UQU)XUQU) =) Tr[X0)]
\G\Z( )X (U U) Z Y
UeG
d—1
G:=q 2, (=D¥a()){jl: 7€ Sy xe {01}
j=0
®O . — (I),
(Max. ent. state)
O := ch DU ® DU (Max. ent. state)
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Twirling w.r.t. hyperoctahedral group

‘G‘ veG

2, U®XWUU) = ZTr[X@]

(permutations+signs)

O,
Tr[O,]

d—1
G:=q 2, (D32l w€Spx € (0.1}

®O ::(I), @1 ::P—(I),

(Max. ent. state)

Z U@ 1) (Max. ent. state)

z]O

P = Z 1) (i] ® |i)(i] (Projector on max. correlated subspace)
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Twirling w.r.t. hyperoctahedral group

(permutations+signs)

O,
UQ U)X(U®U)" = ) Tr[X0,
\Gl ) U®UX(UQU) 2 X6 o
veG
d—1
G:=q 2, (=D¥a()){jl: 7€ Sy xe {01}
j=0
| + F — 2P | - F
®O .= (I), @1 ::P—(I), @2 — 5 o @3 — 5 o

(Max. ent. state)

Z U@ 1) (Max. ent. state)

z]O

(Projector on the antisymmetric subspace)

P = Z 1) (i] ® |i)(i] (Projector on max. correlated subspace)

d—1
F .= Z 1) & 1))l (Flip operator)

i,j=0
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Twirling w.r.t. hyperoctahedral group

(permutations+signs)

O,
UQU)XUQU) =) Tr[X0,
‘G‘ ) U®UX(UQU) 2 X6 o
veG
d—1
G:=1q ), (=Diz())(jl: 7€ S, xe€ {01}
| + F — 2P | — F
®O .= (I), @1 ::P—(I), @2 .= 5 o @3 — 5 o

(Max. ent. state)

Z U@ 1) (Max. ent. state)

z]O

P = Z 1) (i] ® |i)(i] (Projector on max. correlated subspace)

d—1
F .= Z 1) & 1))l (Flip operator)

i,j=0

(Projector on the antisymmetric subspace)

Oy, O, ©,, ©, are mutually orthogonal projectors,

=0

and satisfy
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L % + O; “Biblical state”
O 1= — e
o2\, Tre, DAl St

(Projector on the antisymmetric subspace)

e
d = - Z DUl ® (D)l (Max. ent. state)
.

d—1
P = Z 1) (i| ® |i){i (Projector on max. correlated subspace)
i=0

d—1
F .= Z 1) & |7l (Flip operator)
i,j=0
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1 2
— E @(f"z @2

S
|

6, ;= ——0,+——0, “Biblical state”

2d— 1) dd—1)
| + F — 2P | — F
O, = D, O, =P — O], O, = : M, = :
0 1 2 N 3 9
(Max. ent. state) (Projector on the antisymmetric subspace)

| d=]

L D 10U ® 1) (Max. ent. state)
i,j=0 Oy, O, ©,, ®; are mutually orthogonal projectors,

d—1 and satisfy 3
P = Z 1) (i| ® |i){i (Projector on max. correlated subspace)

i=0 Z @ — |]

d—1 :
F = Z 1)1 ® 1)l (Flip operator) i=0

i,j=0
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1 2
—_ E @(f"ﬁ @2

S
|

1 1 I N F -
a1 @1t @ “Biblical state

D
|

0y and o, are separable and orthogonal
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Even state:

Odd state:

1
(k) ._
Py = k-1 2
Xy - X € {0,1}
X+ +x,=0 (mod?2)

6, ® Qo0

|
(k) .—
Pr= 5 Z
Xy .- X € {0,1}
X+ +x,=1 (mod?2)

le ® cos ® ka

1
E Hﬂék)

Symmetry

— pl(k)HPPT = linear program

PPT norm between the even and odd states

where W € |

1 .
A = ol = inf [l + W5 = s

X4 andr € |

k
XcR*

(

| |~

ok
—_ &Al’_‘

[—

| ]~

Q|

|- 1=

N |— ]~
QU

Q|-
7

N
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1 .
. =log? = pPllppr = inf [IIW® % — r@k]|; + Ix|l,
2 XeR?
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1 .
. =log? = pPllppr = inf [IIW® % — r@k]|; + Ix|l,
2 XeR?

< k3 inf | W®x — r®kH% T HX”%

k
XcR*
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1 .
. _Hﬂék) — pl(k)HPPT — 1nfk [HW®kX — r®k||, + HXH1]
2 XeR*

< k3 inf | W®x — r®kH% T ||X||%

k
XcR*

Tikhonov-regularised least squares
(u/b)’

inf [[lAx ~ bll3 + IxI3] = 3 ———

I l

where A = Z O; uivlT IS a singular value decomposition for A

l
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1

k k -

5 _Hﬂé ) — Pl( )HPPT — 1nfk [HW®kX — r®k||, + HXH1]
2 XeR*

| S
< 2K 7 qnf 4/ ||[W®*x — r®kH% T ||X||%

k
XcR*

Tikhonov-regularised least squares
(u/b)’

inf [JlAx ~ I3 + x| = 3 ——

I l

where A = Z O; uivlT IS a singular value decomposition for A

l

* The last step of the proof uses the Sanov’s theorem

(Sanov’s theorem quantifies how unlikely it is that an empirical distribution of & i.i.d. samples deviates from the true distribution)
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(Upper bound on the LOCC-norm between the even and odd states)

The even and odd states satisfies

1
7oy = P llLoce < #°

where u € (0,1). - T
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(Upper bound on the LOCC-norm between the even and odd states)

The even and odd states satisfies

1
7oy = P llLoce < #°

where u € (0,1). - T

For k sufficiently large, it holds EHpék) — pl(k)I\LOCC <¢glie.

pék) and pl(k) form a pair of separable e-quantum data hiding states.
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(Upper bound on the LOCC-norm between the even and odd states)

The even and odd states satisfies

(k) (k)

1
7l1P5” =P llLoce < #°

where u € (0,1). O ==

For k sufficiently large, it holds EHpék) — pl(k)I\LOCC <¢glie.

pék) and pl(k) form a pair of separable e-quantum data hiding states.

Optimising over k, the local dimension is D = O(1/¢'") .
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(Upper bound on the LOCC-norm between the even and odd states)

The even and odd states satisfies

1
7oy = P llLoce < #°

where u € (0,1). - T

For k sufficiently large, it holds EHp(k) — pl(k)I\LOCC < g lie.

0

pék) and pl(k) form a pair of separable e-quantum data hiding states.

Optimising over k, the local dimension is D = O(1/¢'") .

- D D : _ Matthews, Wehner, and Winter; CMP (2009)
All e-quantum data hiding states on C” @ C"™ must satisfy D = C2(1/€) . | ;i patasucios. and Winter: CMP (2018)
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Conclusions

» Constructions of separable e-quantum data hiding states for all € > 0

(i.e. a pair of states that are separable, orthogonal, and &-close in LOCC-norm)

Mele and Lami, Optimising quantum data hiding, arXiv:2510.03538 14/



https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538

Conclusions

» Constructions of separable e-quantum data hiding states for all € > 0

(i.e. a pair of states that are separable, orthogonal, and &-close in LOCC-norm)

See also the independent work [Ha and Kim, PRA, (2025)]
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 The key idea Is to exploit the parity trick and symmetries

Mele and Lami, Optimising quantum data hiding, arXiv:2510.03538 14/



https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538

Conclusions

» Constructions of separable e-quantum data hiding states for all € > 0

(i.e. a pair of states that are separable, orthogonal, and &-close in LOCC-norm)

See also the independent work [Ha and Kim, PRA, (2025)]

 The key idea Is to exploit the parity trick and symmetries

’ Open problem|(Sub-multiplicativity of LOCC-norm)

?
(1 — 01) ® (P, — )lLoce < Py — oillLoce 122 — oxllLoce
(And similar the PPT norm)

Mele and Lami, Optimising quantum data hiding, arXiv:2510.03538 14/



https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538
https://arxiv.org/pdf/2510.03538

Conclusions

» Constructions of separable e-quantum data hiding states for all € > 0

(i.e. a pair of states that are separable, orthogonal, and &-close in LOCC-norm)

See also the independent work [Ha and Kim, PRA, (2025)]

 The key idea Is to exploit the parity trick and symmetries

’ Open problem|(Sub-multiplicativity of LOCC-norm)

?
(1 — 01) ® (P, — )lLoce < P — oillLoce 122 — oxllLoce
(And similar the PPT norm)

This would imply:

Let 0, 0, separable-orthogonal states satisfying —||o; — 6y|l; occ < 1. Then, for k sufficiently large,

2
the associated even and odd states form a pair of separable e-quantum data hiding states.
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Thank you!
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